AfricaCERT Meeting
Hammamet, Tunisia, 26th - 30th November 2018

DAY 1:
09:00 - 10:30: Building your CSIRT Infrastructure, with Open-source tools (Part I)

- Implementing your CSIRT Security System with open-source tools (architecture,
Firewalls, NIPS, ...) with hands-on (Installation and functionalities-browsing of open-
source tools),

Instructors : Prof Nabil SAHLI (AfricaCERT), (ANSI) / (ANSI)

10:30 - 11:00: Coffee Break

11:00 - 12:30: Building your CSIRT Infrastructure, with Open-source tools (Part II)
Implementing your CSIRT services (Alert&Warning, Incident handling) with open-
source tools

12:30 - 14:00: LUNCH

14:00 - 15:30: CSIRT Creation

Conferences (and needs’s assessment: “round table”) about CSIRT Creation (what is a csirt,
services, how to start, ...)

15:30 - 16:00: COFFEE BREAK
16:00 - 17:30: CSIRT Maturity

Round table, with representatives of created CSIRTs, AfricaCERT, JPCERT : CSIRT
Maturity

Day 2 :
Morning: JPCERT (web forensics).

Afternoon: Crisis Management, with the simulation of a real case example.
Participants will go through an incident response exercise that will consolidate their
management and technical capabilities based on real incident cases. Participants will
practice the exercise using incident response tools and platforms.

Instructors: Haythem EL MIR (ANSI/Keystone)

Day 3: Hosted by TunCERT :

09:00 - 10:30: Session 1: Crisis Management Mini-Drill, ANSI.

10:30 - 11:00: COFFEE BREAK

11:00 - 12:30: SESSION 2: continuation de la session 1.

12:30 - 14:00: LUNCH

14:00 - 15:30: AfricaCERT Update and Membership drive. Members Updates, Suivi d’'un
Panel de discussion sur le futur de AfricaCERT et les prochaines reunions.

15:30 - 16:00: COFFEE BREAK

16:00 - 17:30: Visite ANSSI



